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VIv thong bao 16h6ng bao m~t tren cac
thi~t b] mang cua Cisco.

Kinh giri: . So: ~3 ..
- Tong C\lCva cac C\lC true thuoc BQGnFf'"r-------...J
- Vien Chien hroc va Phat trien GTVT,
- Vien Khoa hQCva Cong nghe GTVT;
- Cac Ban quan 1ydu an true thuoc BQGTVT;
- Cac T6ng cong ty true thuoc BQGTVT.

27 -03- 2017

Thuc hien nhiem vu bao dam an toan thong tin cho cac h~ thong thong tin
cua BQ GTVT, Trung tam CNTT gui thong bao toi cac co quan, dan vi v~ 16
hong bao mat tren cac biet bi mang cua Cisco moi duoc cac cong d6ng mang
phat hien g§n day, cung bien phap xu 1yt?ITIthai, cu th6 nhu sau:

1. Theo nhir cong b6 cua Cisco 1: L6 hong tren nam trong phfut rna xu 1y
cua giao thirc Cluster Management Protocol (CMP) trong Cisco lOS va Cisco
lOS XE, 16 hong nay duoc khai thac voi ten goi CVE-2017-3881 co th~ cho
phep hacker ill xa chi~m quy~n di~u khi6n thi~t bi ma khong c~n phai thgc hi~n
chung th\Ic. L6 h6ng tren duQ'c danh gia 1anghiem trQng, co th6 gay 1QlQt thong
tin.

2. L6 h6ng anh huemg tai 318 chung 10~i thi~t bi cua Cisco (gUi kern), co
th6 da bi khai thac ill 1au va hi~n t~i v~n chua co ban va cho 16h6ng nay. each
thuc kh~c ph\lc t~m thai duy nhfrt la va hi~u hoa chuc nang Telnet tren cac thi~t
bi.

3. Trung tam CNTT d~ nghi cac dan vi kh§n wang ra soat cac thi~t bi
cua minh co trong danh m\lc (gui kern) va thvc hi~n bi~n phap ky thu~t d€ kh~c
ph\lc 16 h6ng bao m~t neu tren. K~t qua thvc hi~n bao cao v~ BQ GTVT (qua
Trung tam CNTT) g6m: s6 lugng, chUng 10~i thi~t bi bi aM huang, bi~n phap
kh~c ph\lc (n~u co).

4. Truang hgp c§n h6 trg, lien h~: Ong f)~g Chi~n Cong - Phong (rng
d\lng CNTT va ATTT; di~n tho~i: 0983 668994; E-mail: congdc@mt.gov.vn.

Tran trQng./. C@--

NO'inh~n:
- Nhtrtren;
- Luu: HCTH, ATIT.

I https://toois.cisco.com/secw:ity/center/contentiCiscoSecurityAdvisory/cisco-sa-20170317-cmp

------------------------ - - - - - -
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DANH SACH cAc CHUNG LO~I THIET BJ CUA CISCO BJ ANH HUaNG
(Kem thea cong van sc5/3.3 ITTCNTT-ATTT ngayJI( 103/2017 cua Trung tam CNTT)

I. Cisco Catalyst 2350-48TD-S Switch
2. Cisco Catalyst 2350-48TD-SD Switch
3. Cisco Catalyst 2360-48TD-S Switch
4. Cisco Catalyst 2918-24TC-C Switch
5. Cisco Catalyst 2918-24TT -C Switch
6. Cisco Catalyst 29l8-48TC-C Switch
7. Cisco Catalyst 2918-48TT-C Switch
8. Cisco Catalyst 2928-24TC-C Switch
9. Cisco Catalyst 2960-24-S Switch
10. Cisco Catalyst 2960-24LC-S Switch
II. Cisco Catalyst 2960-24L T-L Switch
12. Cisco Catalyst 2960-24PC-L Switch
13. Cisco Catalyst 2960-24PC-S Switch
14. Cisco Catalyst 2960-24TC-L Switch
IS. Cisco Catalyst 2960-24TC-S Switch
16. Cisco Catalyst 2960-24TT-L Switch
17. Cisco Catalyst 2960-48PST-L Switch
18. Cisco Catalyst 2960-48PST-S Switch
19. Cisco Catalyst 2960-48TC-L Switch
20. Cisco Catalyst 2960-48TC-S Switch
21. Cisco Catalyst 2960-48TT-L Switch
22. Cisco Catalyst 2960-48TT-S Switch
23. Cisco Catalyst 2960-8TC-L Compact

Switch
24. Cisco Catalyst 2960-8TC-S Compact

Switch
25. Cisco Catalyst 2960-Plus 24LC-L Switch
26. Cisco Catalyst 2960-Plus 24LC-S Switch
27. Cisco Catalyst 2960-Plus 24PC-L Switch
28. Cisco Catalyst 2960-Plus 24PC-S Switch
29. Cisco Catalyst 2960-Plus 24TC-L Switch
30. Cisco Catalyst 2960-Plus 24TC-S Switch
31. Cisco Catalyst 2960-Plus 48PST-L Switch
32. Cisco Catalyst 2960-Plus 48PST-S Switch
33. Cisco Catalyst 2960-Plus 48TC-L Switch
34. Cisco Catalyst 2960-Plus 48TC-S Switch
35. Cisco Catalyst 2960C-12PC-L Switch
36. Cisco Catalyst 2960C-8PC-L Switch
37. Cisco Catalyst 2960C-8TC-L Switch
38. Cisco Catalyst 2960C-8TC-S Switch
39. Cisco Catalyst 2960CG-8TC-L Compact

Switch
40. Cisco Catalyst 2960CPD-8PT-L Switch
41. Cisco Catalyst 2960CPD-8TT -L Switch
42. Cisco Catalyst 2960CX-8PC-L Switch
43. Cisco Catalyst 2960CX-8TC-L Switch
44. Cisco Catalyst 2960G-24TC-L Switch
45. Cisco Catalyst 2960G-48TC-L Switch

160.Cisco Catalyst 3560V2-48TS Switch
iet.Cisco Catalyst 3560X-24P-E Switch
162.Cisco Catalyst 3560X-24P-L Switch
163.Cisco Catalyst 3560X-24P-S Switch
164.Cisco Catalyst 3560X-24T-E Switch
165.Cisco Catalyst 3560X-24T-L Switch
166.Cisco Catalyst 3560X-24T-S Switch
167.Cisco Catalyst 3560X-24U-E Switch
168.Cisco Catalyst 3560X-24U-L Switch
169.Cisco Catalyst 3560X-24U-S Switch
170.Cisco Catalyst 3560X-48P-E Switch
171.Cisco Catalyst 3560X-48P-L Switch
172.Cisco Catalyst 3560X-48P-S Switch
173.Cisco Catalyst 3560X-48PF-E Switch
I74.Cisco Catalyst 3560X-48PF -L Switch
175.Cisco Catalyst 3560X-48PF-S Switch
I76.Cisco Catalyst 3560X-48T-E Switch
I77.Cisco Catalyst 3560X-48T-L Switch
178.Cisco Catalyst 3560X-48T-S Switch
179.Cisco Catalyst 3560X-48U-E Switch
180.Cisco Catalyst 3560X-48U-L Switch
rst.Cisco Catalyst 3560X-48U-S Switch
182.Cisco Catalyst 3750 Metro 24-AC Switch
183.Cisco Catalyst 3750 Metro 24-DC Switch
184.Cisco Catalyst 3750-24FS Switch
I85.Cisco Catalyst 3750-24PS Switch
186.Cisco Catalyst 3750-24TS Switch
187.Cisco Catalyst 3750-48PS Switch
188.Cisco Catalyst 3750-48TS Switch
189.Cisco Catalyst 3750E-24PD-E Switch
190.Cisco Catalyst 3750E-24PD-S Switch
I91.Cisco Catalyst 3750E-24TD-E Switch
I92.Cisco Catalyst 3750E-24TD-S Switch
I93.Cisco Catalyst 3750E-48PD-E Switch
194.Cisco Catalyst 3750E-48PO-EF Switch
195.Cisco Catalyst 3750E-48PO-S Switch
196.Cisco Catalyst 3750E-48PD-SF Switch
197.Cisco Catalyst 3750E-48TD-E Switch
I98.Cisco Catalyst 3750E-48TO-S Switch
199.Cisco Catalyst 3750G-12S Switch
200.Cisco Catalyst 3750G-12S-S0 Switch
zot.Cisco Catalyst 3750G-16TD Switch
202.Cisco Catalyst 3750G-24PS Switch
203.Cisco Catalyst 3750G-24T Switch
204.Cisco Catalyst 3750G-24TS Switch
205.Cisco Catalyst 3750G-24TS-l U Switch
206.Cisco Catalyst 3750G-48PS Switch
207.Cisco Catalyst 3750G-48TS Switch
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46. Cisco Catalyst 2960G-8TC-L Compact
Switch

47. Cisco Catalyst 2960L-16PS-LL Switch
48. Cisco Catalyst 2960L-16TS-LL Switch
49. Cisco Catalyst 2960L-24PS-LL Switch
50. Cisco Catalyst 2960L-24TS-LL Switch
51. Cisco Catalyst 2960L-48PS-LL Switch
52. Cisco Catalyst 2960L-48TS-LL Switch
53. Cisco Catalyst 2960L-8PS-LL Switch
54. Cisco Catalyst 2960L-8TS-LL Switch
55. Cisco Catalyst 2960PD-8TT-L Compact

Switch
56. Cisco Catalyst 2960S-24PD-L Switch
57. Cisco Catalyst 2960S-24PS-L Switch
58. Cisco Catalyst 2960S-24TD-L Switch
59. Cisco Catalyst 2960S-24TS-L Switch
60. Cisco Catalyst 2960S-24TS-S Switch
61. Cisco Catalyst 2960S-48FPD-L Switch
62. Cisco Catalyst 2960S-48FPS-L Switch
63. Cisco Catalyst 2960S-48LPD-L Switch
64. Cisco Catalyst 2960S-48LPS-L Switch
65. Cisco Catalyst 2960S-48TD-L Switch
66. Cisco Catalyst 2960S-48TS-L Switch
67. Cisco Catalyst 2960S-48TS-S Switch
68. Cisco Catalyst 2960S-F24PS-L Switch
69. Cisco Catalyst 2960S-F24TS-L Switch
70. Cisco Catalyst 2960S-F24TS-S Switch
71. Cisco Catalyst 2960S-F48FPS-L Switch
72. Cisco Catalyst 2960S-F48LPS-L Switch
73. Cisco Catalyst 2960S-F48TS-L Switch
74. Cisco Catalyst 2960S-F48TS-S Switch
75. Cisco Catalyst 2960X-24PD-L Switch
76. Cisco Catalyst 2960X-24PS-L Switch
77. Cisco Catalyst 2960X-24PSQ-L Cool

Switch
78. Cisco Catalyst 2960X-24TD-L Switch
79. Cisco Catalyst 2960X-24TS-L Switch
80. Cisco Catalyst 2960X-24TS-LL Switch
81. Cisco Catalyst 2960X-48FPD-L Switch
82. Cisco Catalyst 2960X-48FPS-L Switch
83. Cisco Catalyst 2960X-48LPD-L Switch
84. Cisco Catalyst 2960X-48LPS-L Switch
85. Cisco Catalyst 2960X-48TD-L Switch
86. Cisco Catalyst 2960X-48TS-L Switch
87. Cisco Catalyst 2960X-48TS-LL Switch
88. Cisco Catalyst 2960XR-24PD-I Switch
89. Cisco Catalyst 2960XR-24PD-L Switch
90. Cisco Catalyst 2960XR-24PS-I Switch
91. Cisco Catalyst 2960XR-24PS-L Switch
92. Cisco Catalyst 2960XR-24TD-1 Switch
93. Cisco Catalyst 2960XR-24TD-L Switch
94. Cisco Catalyst 2960XR-24TS-J Switch
95. Cisco Catalyst 2960XR-24TS-L Switch

208.CiscoCatalyst 3750V2-24FS Switch
209.CiscoCatalyst 3750V2-24PS Switch
21O.CiscoCatalyst 3750V2-24TS Switch
211.CiscoCatalyst 3750V2-48PS Switch
212.CiscoCatalyst 3750V2-48TS Switch
213.CiscoCatalyst 3750X-12S-E Switch
214.CiscoCatalyst 3750X-12S-S Switch
215.CiscoCatalyst 3750X-24P-E Switch
216.CiscoCatalyst 3750X-24P-L Switch
217.CiscoCatalyst 3750X-24P-S Switch
218.CiscoCatalyst 3750X-24S-E Switch
219.CiscoCatalyst 3750X-24S-S Switch
220.CiscoCatalyst 3750X-24T-E Switch
221.CiscoCatalyst 3750X-24T-L Switch
222.CiscoCatalyst 3750X-24T-S Switch
223.CiscoCatalyst 3750X-24U-E Switch
224.CiscoCatalyst 3750X-24U-L Switch
225.CiscoCatalyst 3750X-24U-S Switch
226.CiscoCatalyst 3750X-48P-E Switch
227.CiscoCatalyst 3750X-48P-L Switch
228.CiscoCatalyst 3750X-48P-S Switch
229.CiscoCatalyst 3750X-48PF-E Switch
230.CiscoCatalyst 3750X-48PF-L Switch
231.CiscoCatalyst 3750X-48PF-S Switch
232.CiscoCatalyst 3750X-48T-E Switch
233.CiscoCatalyst 3750X-48T-L Switch
234.CiscoCatalyst 3750X-48T-S Switch
235.CiscoCatalyst 3750X-48U-E Switch
236.CiscoCatalyst 3750X-48U-L Switch
237.CiscoCatalyst 3750X-48U-S Switch
238.CiscoCatalyst 4000 Supervisor Engine T
239.CiscoCatalyst 4000/4500 Supervisor Engine IV
240.CiscoCatalyst 4000/4500 Supervisor Engine V
241.CiscoCatalyst 4500 Series Supervisor Engine II-Plus
242.CiscoCatalyst 4500 Series Supervisor Engine Il-Plus-

TS
243.CiscoCatalyst 4500 Series Supervisor Engine V-

lOGE
244.CiscoCatalyst 4500 Series Supervisor II-Plus-lOGE
245.CiscoCatalyst 4500 Supervisor Engine 6-E
246.CiscoCatalyst 4500 Supervisor Engine 6L-E
247.CiscoCatalyst 4900M Switch
248.CiscoCatalyst 4928 10Gigabit Ethernet Switch
249.CiscoCatalyst 4948 10Gigabit Ethernet Switch
250.CiscoCatalyst 4948 Switch
zs r.Cisco Catalyst 4948E Ethernet Switch
252.CiscoCatalyst 4948E-F Ethernet Switch
253.CiscoCatalyst Blade Switch 3020 for HP
254.CiscoCatalyst Blade Switch 3030 for Dell
255.CiscoCatalyst Blade Switch 3032 for Dell MIOOOE
256.CiscoCatalyst Blade Switch 3040 for FSC
257.CiscoCatalyst Blade Switch 3120 for HP
258.CiscoCatalyst Blade Switch 3120X for HP
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96. Cisco Catalyst 2960XR-4SFPD-I Switch
97. Cisco Catalyst 2960XR-4SFPD-L Switch
9S. Cisco Catalyst 2960XR-4SFPS-I Switch
99. Cisco Catalyst 2960XR-4SFPS-L Switch
roo.Cisco Catalyst 2960XR-4SLPD-I Switch
rot.Cisco Catalyst 2960XR-4SLPD-L Switch
I02.Cisco Catalyst 2960XR-4SLPS-I Switch
I03.Cisco Catalyst 2960XR-4SLPS-L Switch
I04.Cisco Catalyst 2960XR-4STD-I Switch
I05.Cisco Catalyst 2960XR-4STD-L Switch
I06.Cisco Catalyst 2960XR-4STS-I Switch
I07.Cisco Catalyst 2960XR-4STS-L Switch
tos.Cisco Catalyst 2970G-24T Switch
I09.Cisco Catalyst 2970G-24TS Switch
no.Cisco Catalyst 2975 Switch
n i.Cisco Catalyst 3550 12G Switch
112.Cisco Catalyst 3550 12T Switch
113.Cisco Catalyst 3550 24 DC SMI Switch
114.Cisco Catalyst 3550 24 EMI Switch
115.Cisco Catalyst 3550 24 FX SMI Switch
116.Cisco Catalyst 3550 24 PWR Switch
117.Cisco Catalyst 3550 24 SMI Switch
us.Cisco Catalyst 355048 EMI Switch
119.Cisco Catalyst 3550 48 SMI Switch
izo.Cisco Catalyst 3560-12PC-S Compact

Switch
izt.Cisco Catalyst 3560-24PS Switch
122.Cisco Catalyst 3560-24TS Switch
123.Cisco Catalyst 3560-48PS Switch
124.Cisco Catalyst 3560-48TS Switch
125.Cisco Catalyst 3560-8PC Compact Switch
126.Cisco Catalyst 3560C-12PC-S Switch
127.Cisco Catalyst 3560C-8PC-S Switch
12S.Cisco Catalyst 3560CG-8PC-S Compact

Switch
129.Cisco Catalyst 3560CG-8TC-S Compact

Switch
130.Cisco Catalyst 3560CPD-SPT-S Compact

Switch
is r.Cisco Catalyst 3560CX-12PC-S Switch
132.Cisco Catalyst 3560CX-12PD-S Switch
133.Cisco Catalyst 3560CX-12TC-S Switch
134.Cisco Catalyst 3560CX-8PC-S Switch
135.Cisco Catalyst 3560CX-8PT-S Switch
136.Cisco Catalyst 3560CX-8TC-S Switch
137.Cisco Catalyst 3560CX-8XPO-S Switch
13S.Cisco Catalyst 3560E-12D-E Switch
139.Cisco Catalyst 3560E-12D-S Switch
14o.Cisco Catalyst 3560E-12SD-E Switch
14l.Cisco Catalyst 3560E-12SD-S Switch
142.Cisco Catalyst 3560E-24PD-E Switch
143.Cisco Catalyst 3560E-24PD-S Switch
144.Cisco Catalyst 3560E-24TD-E Switch

259.Cisco Catalyst Blade Switch 3130 for Dell MI000E
260.Cisco Catalyst C2928-24L T-C Switch
zer.Cisco Catalyst C2928-48TC-C Switch
262.Cisco Catalyst Switch Module 3012 for IBM

BladeCenter
263.Cisco Catalyst Switch Module 3110 for IBM

BladeCenter
264.Cisco Catalyst Switch Module 311 OX for IBM

BladeCenter
265.Cisco Embedded Service 2020 24TC CON B Switch
266.Cisco Embedded Service 2020 24TC CON Switch
267.Cisco Embedded Service 2020 24TC NCP B Switch
26S.Cisco Embedded Service 2020 24TC NCP Switch
269.Cisco Embedded Service 2020 CON B Switch
270.Cisco Embedded Service 2020 CON Switch
27l.Cisco Embedded Service 2020 NCP B Switch
272.Cisco Embedded Service 2020 NCP Switch
273.Cisco Enhanced Layer 2 EtherSwitch Service Module
274.Cisco Enhanced Layer 2/3 EtherSwitch Service

Module
275.Cisco Gigabit Ethernet Switch Module (CGESM) for

HP
276.Cisco IE 2000-16PTC-G Industrial Ethernet Switch
277.Cisco IE 2000-16T67 Industrial Ethernet Switch
278.Cisco IE 2000-16T67P Industrial Ethernet Switch
279.Cisco IE 2000-16TC Industrial Ethernet Switch
280.Cisco IE 2000-16TC-G Industrial Ethernet Switch
zsi.Cisco IE 2000-16TC-G-E Industrial Ethernet Switch
282.Cisco IE 2000-16TC-G-N Industrial Ethernet Switch
283.Cisco IE 2000-16TC-G-X Industrial Ethernet Switch
284.Cisco IE 2000-24T67 Industrial Ethernet Switch
285.Cisco IE 2000-4S-TS-G Industrial Ethernet Switch
286.Cisco IE 2000-4T Industrial Ethernet Switch
287.Cisco IE 2000-4T-G Industrial Ethernet Switch
288.Cisco IE 2000-4TS Industrial Ethernet Switch
289.Cisco IE 2000-4TS-G Industrial Ethernet Switch
290.Cisco IE 2000-8T67 Industrial Ethernet Switch
zst.Cisco IE 2000-8T67P Industrial Ethernet Switch
292.Cisco IE 2000-8TC Industrial Ethernet Switch
293.Cisco IE 2000-8TC-G Industrial Ethernet Switch
294.Cisco IE 2000-8TC-G-E Industrial Ethernet Switch
295.Cisco IE 2000-8TC-G-N Industrial Ethernet Switch
296.Cisco IE 3000-4TC Industrial Ethernet Switch
297.Cisco IE 3000-8TC Industrial Ethernet Switch
298.Cisco IE-30 10-16S-SPC Industrial Ethernet Switch
299.Cisco IE-30 10-24TC Industrial Ethernet Switch
300.Cisco IE-4000-16GT4G-E Industrial Ethernet Switch
soi.Cisco IE-4000-16T4G-E Industrial Ethernet Switch
302.Cisco lE-4000-4GC4GP4G-E Industrial Ethernet

Switch
303.Cisco IE-4000-4GS8GP4G-E Industrial Ethernet

Switch
304.Cisco IE-4000-4S8P4G-E Industrial Ethernet Switch
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145.Cisco Catalyst 3560E-24TD-S Switch
146.Cisco Catalyst 3560E-48PD-E Switch
147.Cisco Catalyst 3560E-48PD-EF Switch
148.Cisco Catalyst 3560E-48PD-S Switch
149.Cisco Catalyst 3560E-48PD-SF Switch
150.Cisco Catalyst 3560E-48TD-E Switch
is i.Cisco Catalyst 3560E-48TD-S Switch
152.Cisco Catalyst 3560G-24PS Switch
153.Cisco Catalyst 3560G-24TS Switch
I54.Cisco Catalyst 3560G-48PS Switch
I55.Cisco Catalyst 3560G-48TS Switch
I56.Cisco Catalyst 3560V2-24DC Switch
157.Cisco Catalyst 3560V2-24PS Switch
158.Cisco Catalyst 3560V2-24TS Switch
159.Cisco Catalyst 3560V2-48PS Switch

305.Cisco IE-4000-4T4P4G-E Industrial Ethernet Switch
306.Cisco IE-4000-4TC4G-E Industrial Ethernet Switch
307.Cisco IE-4000-8GS4G-E Industrial Ethernet Switch
308.Cisco IE-4000-8GT4G-E Industrial Ethernet Switch
309.Cisco IE-4000-8GT8GP4G-E Industrial Ethernet

Switch
310.Cisco IE-4000-8S4G-E Industrial Ethernet Switch
s r t.Cisco IE-4000-8T4G-E Industrial Ethernet Switch
312.Cisco IE-4010-16S12P Industrial Ethernet Switch
313.Cisco IE-401 0-4S24P Industrial Ethernet Switch
3I4.Cisco IE-5000-12S 12P-l OG Industrial Ethernet

Switch
315.Cisco IE-5000-16S12P Industrial Ethernet Switch
316.Cisco ME 4924-10GE Switch
317.Cisco RF Gateway 10
3I8.Cisco SM-X Layer 2/3 EtherSwitch Service Module
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