
BO GIAO THONG vAN TAI CONG HOA xA HOI can NGHlA VI$T NAM
eve Y TE DQc l~p - Tv do - Hanh phuc

86: g 19 -;CYT - TCGB Ha N<)i,ngay 0.3 thang;(4 nam 2017
VIv tang cirong bao dam an toan
thong tin mang nhan dip SlJ ki~n
APEC 2017.

Kinh giri: Cac don vi tnrc thuoc

Thuc hien cong van s6 477 ITTCNTT -ATTT ngay 30/10/2017 cua Trung tam
cong nghe thong tin - B<)GTVT v~ viec ti€p tuc tang cuong bao dam an toan thong tin
mang nhan dip su kien APEC 2017. Cung voi cac canh bao cua B<)GTVT v~ nguy co
mAt an tom thong tin mang trong dip di~n ra su kien APEC 2017. C\lCY t€ GTVT d~
nghi cac co quan, don vi tnrc thuoc C\lCthirc hien mot s6 n<)idung sau:

1. T6 chirc quan trier, don d6c tang cuong bao dam an ninh thong tin tai cac don
vi tnroc sir kien APEC 2017.

2. KhAn truong trien khai cac bien phap bao dam an tom thong tin cho h~ thong
mang, d~c biet mang khong day wifi:

- Canh bao, ph6 bi€n rong rai v~ nguy co tAn cong mang qua giao thirc khong
day (16 h6ng trong giao thilc WPAlWPA2 cho phep th\l'c hi~n ley thu~t tAn cong
KRACKs-Key Reinstallation Attacks) t6i can b<)quan tri va nguai sir d\lng.

- Khong sir d\lng ho~c h~n ch€ t6i da vi~c s\l' d\lllg rn~g khong day d€ truy~n
tai cac thong tin quan trQng, nh~y cam.

- K€t hgp cac bi~n phap khac khi sir d\lng rn~ng khong day d~ bao dam an toan
thong tin, dfr li~u duqc truy~n tili nhu: kenh truy~n rieng duQ'crna hoa; chi truy c~p va
sir d\lllg thong tin quan trQng tren cac trang web dung http; sir d\lng cac (rug d\lng co
rna hoa rieng ...

- Chu d<)ng thea d5i cac thong tin tir cac co quan chilc nang va cac t6 chilc v~
an tom thong tin d€ kip thai c~p nh~t cac ban va 16 h6ng bao rn~t cho thi€t bi nh~rn
ngan ch~ cac nguy co tAn cong rn~ng qua giao thilc khong day.!.

3. Thong bao rnQi s\l' c6 nhanh va kip thai v~ mAt an tom thong tin rn~g cho
C\lCY t6 qua d§.urn6i CNTT C\lC (Trin Hii Nam - DT: 0982.131.188) r.}

NO'i nh{in :
- Nhutren;
- C\lCtruOng (d€ bao cao) ;
- LUll:VT, TCCB.
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