BO GIAO THONG VAN TAI CONG HOA XA HOI CHU NGHIA VIET NAM
CUCYTE Poc 1ap — Tw do — Hanh phiic

sé: 919 jcYT-Tecd Ha Noi, ngay 03 thang # nam 2017
V/v tang cudong bao dam an toan
thong tin mang nhan dip su kién
APEC 2017.

Kinh gtri: Cac don vi truc thude

Thuyc hién cbng van sb ATT/TTCNTT-ATTT ngay 30/10/2017 cia Trung tim
cong nghé thong tin — B6 GTVT vé viée tiép tuc ting cudng bao dam an toan  thong tin
mang nhén dip su kién APEC 2017. Cung v6i cac canh bao cia B GTVT Ve nguy co
mét an toan thong tin mang trong dip dién ra sy kién APEC 2017. Cuc Y t€ GTVT dé
nghi cac co quan, don vi truc thugc Cuc thuc hi€én mot sb noi dung sau:

1. T4 chirc quén triét, don ddc ting cudng bao dam an ninh théng tin tai cac don
vi trudc su kién APEC 2017. '

2. Khin truong trién khai c4c bién phép bao dam an toan thong tin cho hé théng
mang, dic biét mang khong day wifi:

- Céanh béo, phb bién rong rii vé nguy co tin cong mang qua giao thire khong
day (16 hdng trong giao thitc WPA/WPA2 cho phép thuc hién k§ thust tAn cong
KRACKs-Key Reinstallation Attacks) tdi can bg quan tri va ngudi stir dung.

- Khéng sir dung hodc han ché ti da viéc su dung mang khong diy dé truyén
tai cac thong tin quan trong, nhay cam.

- Két hop cac bién phép khéc khi str dung mang khong day dé bao dam an toan
théng tin, dir liéu duge truyén tai nhu: kénh truyén riéng dugc ma hoa; chi truy cép va
st dung thong tin quan trong trén cic trang web dung http; sir dung céc iing dung co
ma hoa riéng...

- Chii ddng theo doi cac thong tin tir cic co quan chirc nang va cac td chirc vé
an toan thong tin @& kip thoi cdp nhét cic ban va 16 héng bao mat cho thiét bj nhim
ngan chin cic nguy co tin céng mang qua giao thirc khong day./.

3. Thong bao moi sur cb nhanh va kip thoi vé mét an toan thong tin mang cho
Cuc Y té€ qua dau moi CNTT Cuc (Tran Hai Nam — DT: 0982.131.188) ny
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